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October 22, 2007
MEMORANDUM FOR 
Walter Olihovik, Stakeholder Relations Specialist 
FROM:
Ronald Cummings
SUBJECT:
Explanation of Limited Personal Use Policy
Question

You recently requested a brief explanation of the United States Postal Service (USPS) policy on limited use of government office equipment, including information technology assets.  Specifically, you indicated your interest in guidelines postmasters should follow when engaging in personal use of their government issued computers. 
Discussion
USPS serves its customers through hundreds of thousands of employees located in offices across the nation. Increasingly, the Postal Service is called upon to deliver faster, better services to a customer base that expects ever-increasing performance.  In recent years, a significant source of greater employee productivity has come from the use of modern information technology such as computers, facsimile machines, and the Internet.  
USPS recognizes its employees as responsible individuals who are the key to achieving the Postal Service’s goals.  Accordingly, USPS allows employees to make limited personal use of Postal office equipment, including information technology resources, provided such use does not reduce or otherwise adversely affect the employee’s productivity during work hours, does not interfere with the mission or operations of the Postal Service, and does not violate the Standards of Ethical Conduct for Employees of the Executive Branch.
Generally, federally owned computers may only be used for official duties.  The Standards of Ethical Conduct state that, “[a]n employee has a duty to protect and conserve Government property and shall not use such property, or allow its use, for other than authorized purposes.”  5 CFR § 2635.704(a).  The regulation imposes a strict bar on the unauthorized personal use of federal office equipment.  However, the Postal Service authorizes some “limited personal use” of postal facilities and equipment for employee convenience, morale and operational efficiency.
  
The Postal Service allows “limited personal use” of a wide array of postal equipment including, but not limited to: personal computers; personal digital assistants (including Blackberries); printers; modems; computer software (including Web browsers); telephones; cell phones; facsimile machines; photocopiers; scanners; label writers; consumable office products; office supplies; library resources; Internet connectivity; and e-mail.  
Personal use of these office resources must be of a variety that “is of limited duration, length, or size, and does not interfere with employees’ official duties or the transaction of official Postal Service business.”  Limited Personal Use of Government Office Equipment Including Information Technology, EL-660-2004-3 (2004).  In addition, the personal use must result in no more than minimal additional expense to the Postal Service or minimal wear and tear on Postal Service office equipment; uses a small amount of data storage; has only a small-to-moderate transmission impact; or requires only small amounts of consumable office products (such as ink, paper, toner, and computer memory).  Id.
Accordingly, a Postmaster could use his office computer to receive a personal email from their spouse via their government email address and then print that message using the office printer.  Storage of the email itself on the USPS server would use a very small amount of data storage and would require only a page or two of paper from the copier.  More importantly, because this activity would not require a large investment of the Postmaster’s time, it would not interfere with the employee’s official duties or the transaction of official Postal Service business.
 
The “limited personal use” policy is rooted in the Postal Service’s deep respect for the professionalism of its employees.  However, the policy does place limits upon the “limited personal uses” in which employees may engage.  Most importantly, USPS information technology resources should never be used to access personal email accounts such as Yahoo, Gmail, Excite, MSN, etc.  See Handbook AS-805, Information Security, § 5-6.2, p. 38 (March 2002).  In addition, a Postal employee may not use his computer or any other office resources to: maintain or promote an outside business, post unauthorized commercial or advertising materials; disseminate discriminatory or hate-based materials or speech; engage in copyright infringement or illegal hacking; write or forward chain letters; visit internet gambling (or gambling related) sites; or view pornographic or otherwise sexually explicit materials, no matter how innocuous that use may seem.  A more complete list of prohibited activities is available in Management Instruction EL-660-2004-3, p.2 (2004) and Handbook AS-805, Information Security, § 5-6.2, p. 38 (March 2002).
Lastly, a USPS employee may not use office equipment in a way that could cause congestion, delay, or disruption of service to any government system or equipment. For example, greeting cards, video, sound or other large file attachments can degrade the performance of the entire network.  Accordingly, even if a Postmaster is engaged in personal use of his PC during lunch-time, he should avoid streaming audio or downloading large files that could degrade network performance for other employees and thus negatively impact overall Postal operations and employee productivity. 
Use of Postal Service office equipment in violation or excess of the “limited personal use” policy may result in administrative action, criminal penalty, and/or personal financial liability.  Penalties, including dismissal, for violations of the “limited personal use” policy have been upheld by the Merit Systems Protection Board (MSPB). 
  

In Plaster v. USPS, 2006 MSPB LEXIS 2141 (MSPB 2006), the MSPB held that the “limited personal use of an agency computer does not encompass viewing pornographic materials.”  In that case, a postmaster used his office computer to access and view sexually explicit material, during and outside of regular business hours.  Id. Plaster usually stayed late on Friday night, sometimes even until early Saturday morning, browsing explicit sites.  The MSPB had no trouble finding that such use, even outside of normal work hours, was not permissible as “limited personal use” of the computer, taking special note of EL-660-2004-3, which specifically prohibits such uses.  Id. 
In another case, the MSPB upheld the dismissal of a Mine Safety and Health Inspector based, in part, on his visits to twenty-one websites, ranging from police-supply websites to online dating sites, between December 6, 2002 and March 12, 2003.  Gray v. Department of Labor, 2004 MSPB LEXIS 3055 (MSPB 2004).  He also used his government issued laptop to write a sexually themed email and download two explicit images.  His explanation that boredom forced him to pass time on the internet was not persuasive. Id.
Stated succinctly, Postmasters may make limited use of Postal Service property, including their government computers, provided the use does not interfere with Postal Service business and the employee does not use USPS property for anything related to another job or business venture, for something that is unlawful, immoral, or for an activity that would reflect poorly on public’s perception of the Postal Service.  If I can answer any additional questions or be of further assistance, please contact me at 703.248.4589.
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Limited Personal Use of

Government Office Equipment

Including Information

Technology

This management instruction provides Postal Service_ policy and procedures

for employees’ limited use of office equipment, including information

technology, for personal reasons and purposes.

Limited Personal Use

Policy

Management at each Postal Service employment installation may permit

employees to make limited personal use of Postal Service office

equipment, including information technology, provided such use does

not reduce or otherwise adversely affect the employee’s productivity

during work hours, does not interfere with the mission or operations of

the Postal Service, and does not violate the Standards of Ethical Conduct

for Employees of the Executive Branch (5 CFR 2635).

Definition

Limited personal use of Postal Service office equipment, including

information technology, means occasional use that meets the following

criteria:

1. Is of limited duration, length, or size, and does not interfere with

employees’ official duties or the transaction of official Postal

Service business.

2. Results in only minimal, if any, additional expense to the Postal

Service or minimal wear and tear on Postal Service office

equipment; uses a small amount of data storage; has only a

small-to-moderate transmission impact; or requires only small

amounts of consumable office products (such as ink, paper, toner,

and computer memory).
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Some examples of limited personal use are:

_ Making a few photocopies.

_ Making occasional, brief telephone calls that result in little or no

cost.

_ Sending an occasional facsimile of a few pages.

_ Sending a brief e-mail message.

Limitations

Limited personal use of Postal Service office equipment must not:

_ Reduce employee productivity or interfere with official Postal

Service business (e.g., congest, delay, or disrupt any Postal

Service system or equipment).

_ Be for the purpose of maintaining or promoting a personal or

private business.

_ Be for the purpose of posting unauthorized commercial or

advertising materials.

_ Include receiving news feeds, “push” data updates, or continuous

data streams unless the material is required for official Postal

Service business.

_ Be for any illegal purpose, including, but not limited to, gaining

unauthorized access to other systems; disseminating any

discriminatory or hate-based materials or speech; or reproducing

or distributing copyrighted, trademarked, proprietary, or

export-controlled data or software.

_ Include chain letters or other unauthorized mass mailings.

_ Be in relation to sexually explicit or sexually oriented materials.

_ Refer or relate to illegal gambling, illegal weapons, and/or

terrorist activities.

_ Be for the purpose of fundraising, endorsing any product or

service, lobbying, or participating in any prohibited partisan

political activity.

_ Be for the purpose of using applications and/or software that

have not been approved by the Postal Service and that occupy or

impact official computer or network processing time.

_ Result in the disclosure of any Postal Service information that is

not otherwise public.

Office Equipment Including Information

Technology

The office equipment governed by this policy includes, but is not limited

to, personal computers; personal digital assistants (including Blackberries);

peripherals, such as printers and modems; computer software
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(including Web browsers); telephones; cell phones; facsimile machines;

photocopiers; scanners; label writers; consumable office products;

office supplies; library resources; Internet connectivity; and e-mail.

Limitation on Privacy

Employees have neither a right to, nor any expectation of, privacy while

using Postal Service office equipment or information technology at any

time. By using Postal Service office equipment or information technology,

including the Internet and e-mail, for personal reasons or purposes,

employees imply their consent to the disclosure of the contents of any

files or information maintained or passed through that equipment and to

the monitoring and/or recording of such use, at any time, with or without

cause.

The Corporate Information Security Office and the Privacy Office have

established policies and procedures to conduct monitoring, which are

contained in Management Instruction (MI) AS-840-2004-2, Electronic

Messaging (E-mail).

Sanctions for Misuse

Use of Postal Service office equipment in violation or excess of the

limited personal use permitted by this policy may result in limitations on

future use, administrative action, criminal penalty, and/or personal financial

liability.

For advice on how to avoid violating this policy and the corresponding

misuse of government property prohibitions in the Standards of Ethical

Conduct for Employees of the Executive Branch, please call the Postal

Service’s Ethics Helpline at 202-268-6346 or send an e-mail to

ethics.help@usps.gov.
� The Employee Labor Relations Manual states that the “[u]se of Postal Service property for personal enjoyment, private gain, or other unauthorized activity is prohibited, except that management at each Postal Service employment installation may permit employees to make limited personal use of postal office equipment, including information technology.” ELM § 667.331 (2007)(emphasis added)(internal citations omitted).


� While the Postal Service’s policy does not specifically declare that office equipment may only be put to “limited personal use” during non-work hours, employees are reminded that limited personal use of office equipment must not interfere with employee productivity and must comply with 5 CFR § 2635.704, which states that employees must use their official time in an honest effort to complete their government duties.


� See generally Reed v. EPA, 2007 MSPB LEXIS 1842 (MSPB 2007); Marro v. Dept. Veterans Affairs, 2006 MSPB LEXIS 4817 (MSPB 2006); Brewer v. HUD, 2005 MSPB LEXIS 6662 (MSPB 2005); Nall v. Dept. of Agriculture, 2005 MSPB LEXIS 6662 (MSPB 2005).
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